Internet Safety						Name:  _______________________________
www.gcflearnfree.org/internetsafety

Lesson 1 – Intro to Internet Safety

· What does it mean to “Think of the internet as you would a Shopping Mall?”



· List 5 of the internet threats listed and give their definitions:

	THREAT
	DEFINITION

	
	


	
	


	
	


	
	


	
	




· What is the difference between flamebait and  flame war?





· What does it mean to be “dooced?”




Lesson 2 – Passwords: The first step to Safety

	List 3 common password mistakes:

	
1.

2.

3.


	Name one thing you can do to make a stronger password:





Lesson 3 – Protecting your computer from Internet Threats

· What is the difference between malware and scareware?



· How often should you restart your computer?


· What are software updates designed to do?



Lesson 4 – Email tips for scams and spam

	TERM
	DEFINITION

	SPAM
	


	PHISHING
	


	How can a pop up blocker help protect from viruses?








Lesson 5 – Staying safe while browsing

	How can you verify that a site you are browsing is secure?




	List 3 safety tips for downloading

	
1.

2.

3.


	What are cookies?




	How can private browsing help keep your information safe?





Lesson 6 – Protecting your financial transactions

· How do you know you are making purchases from a secure site?



· What does an SSL certificate do?




· What should you do after making a purchase online?


Lesson 7 – Smart social networking and Communication tips

	TERM
	DEFINITION

	cybercrime
	



	geolocation
	



	List 3 netiquitte tips:








Lesson 9 – Wireless and mobile device safety

	List 5 safety tips for using wi-fi hotspots:









	Why is distracted driving a problem?
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